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FUTURE CARS : CONNECTED ! 
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 CES Las Vegas: the new Auto Show ! 

© Audi 

© BMW 

© Ford © Ford 

© VW 

© Mercedes-Benz 
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CAR CONNECTED SERVICES 
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 SOS (e-call) and assistance (b-call) 

 Remote diagnostics 

 Maintenance monitoring 

 Car location (car park) & tracking (theft) 

 Car sharing & fleet management 

 Connected navigation (traffic, hazards, gas stations with prices, car parks…) 

 E-mailing and texting 

 Social network 

 Weather forecast, news 

 Streaming music, audio book 

 Software update 

 … 
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FUTURE CARS : AUTONOMOUSLY DRIVING ! 
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© Google 
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TODAY CARS: AUTOMATED FEATURES 
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© Audi 

Lane 

keeping assist 

© Audi 

© Citroën 

Park assist 

© Volvo 

Automatic emmergency brake 
© Audi 

Adaptive Cruise Control 

(+ stop & go) 

« Auto-pilot » 
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PEUGEOT, CITROËN ,DS CARS TOO 

6 



RESEARCH & DEVELOPMENT 

HOW MUCH IS THE CAR CONNECTED ? 
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HOW MUCH IS THE CAR CONNECTED ? 
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802.11p - ITS G5 

V2x communications 

On-Board Diagnostics 
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THE USER CAN IMPROVE THE CAR CONNECTIVITY (USB & BT) 
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Considered as secured 
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THE USER CAN IMPROVE THE CAR CONNECTIVITY (OBD2) 
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Much less secured ! 

Self diagnostics 

« Pay-how-you-drive » insurance 

And much more apps ! 
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HACKING CARS 
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[2013] Miller & Valasek managed to 

take control of the steering and 

brakes by connecting directly to the 

on-board network (Toyota Prius & 

Ford Escape). 

[2014] Students hack Tesla 

Model S, make all its doors pop 

open in motion. 

[2015] ADAC  found out that the 

communication link was not secure 

(https) and was able to send remote 

door unlocking instructions. 

[2015] Miller & Valasek managed to 

remotely take control of some features 

(A/C, infotainment, engine, brakes, 

steering) of the Jeep Cherokee. 

[2015] UCSD researchers managed to 

take control of the brakes of a Corvette, 

through an insurance OBD2 dongle. 

[2016] Hunt discovered that it was 

possible to remotely control the 

AC/heating of any Nissan Leaf used 

with NissanConnect EV app. 
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HACKING CARS 
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[2016-09-20] Chinese researchers were able to wirelessly (over WiFi) attack a Tesla Model S and 

gain control over some of its internal electronic components including the car’s brakes. 
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(U.S.) AUTHORITIES ARE TACKLING THE TOPIC 
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…and consider a regulation for the cybersecurity in the cars. 
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GOOD NEWS ! CAR MANUFACTURERS HAVE BEEN TACKLING IT TOO ! 
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 Cybersecurity experts in the development teams 

 Cybersecurity training for developers and project managers 

 Development methods and processes adapted to cybersecurity 

 Cybersecurity risk analysis and requirements from the early phases of 

development 

 Cybersecurity statements in project milestones 

 Penetrations tests 

 Threat Intelligence 

 Bug bounties 

 Work to strenghten the current and future in-vehicle electronic 

architectures/networks 
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TECHNICAL SOLUTIONS AT DIFFERENT LEVELS 

16 

 Security monitoring 

• Security Operational Center 

 

 Telematics & Infotainment 

• Virtualisation (hypervisor) 

• Encryption & authentication of external communications 

 

 In-vehicle electronic architecture 

• Sub-networks isolation 

• Internal and external firewall 

• Authentication of in-vehicle communications 

• Intrusion Detection/Protection Systems 

• SW update Over-the-air 

 

 ECUs 

• ECU hardening (remove or disable unused ports & services) 

• Hardware Security Module, Trusted Execution Environment  for secure boot, secure storage, secure execution 

environment. 
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COMMON WORKS 
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Security is not considered as a competitive differentiating feature. Automotive 

manufacturers and suppliers are working together to improve the security. 

 

 Research partnerships 

• European projects: EVITA, PRESERVE, SEVECOM, … 

• IRT SystemX – France (projects ELA, ISE, CTI) 

 

 Standardisation 

• Development methodology including security activities 

• Security evaluation criteria 

• Security of the V2x communications 

 

 

 

ISO/TC 22/SC 32 
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CONCLUSION 
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 All the future cars will be connected, most of them will have automated 

features 

 

 The combination of extended car connectivity and automation makes 

possbile hacks, which can sometimes be spectacular. 

 

 Authorities are tackling the topic, working on regulation. 

 

 Car manufacturers have been working hard to improve car security, 

internally and also through partnerships with other manufacturers. 
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THANK YOU ! 

antoine.boulanger@mpsa.com 

 

     Antoine Boulanger 


